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Introduction

* Bird's eye view of the boot process:

BIOS/UEFI — Bootloader — kernel - Init

Rossano Pablo Pinto - http://rossano.pro.br



Introduction

* Hierarchical Protection Domains (Protection rings)
- Applied to monolithic systems

* Processor Kernel mode
- Kernel (runs in kernel space at the same address space)
* Processor User mode

— Init (runs In user space)
» All services
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O.S. Initialization

 Example: Linux/IA64 with UEFI and GRUB (. s

UEFI - 2.3.2.1 Handoff State,pg. 90-30 - 2.3.4 x86 Platforms, Vol. 3A 2-1 book from intel, Figure 2-3 Vol 3A pg 2-11 )

Power-on (real-mode)
CPU fetches first instruction <- ROM (UEFI)

UE
UE
UEF

switches processor to protected-mode
switches processor to Long (64 bits)
looks for a partition of type ESP (EFI System

Partition - EF00)
UEFI loads an EFI application (for instance, GRUB)
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O.S. Initialization

e ...CcONt.

* GRUB loads the linux kernel to the memory and
hands-off the control to Linux

* Linux executes a bunch of routines to configure
itself

* The very last thing Linux does during initialization is
the creation of the first process of the system:

- the init
- linux-4.18.1/init/main.c (line 1087)
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O.S. Initialization

[/ 1inux-4.18.1/init/main.c (line 1087):

if (execute command) {
ret = run_init process(execute command);
if (!ret)
return 0;

execute command, ret);

}
if (!'try to run init process{"“/sbin/init")

Itry to run init process(“/etc/init")

Itry to run init process("/bin/init")

'try to run init process({"/bin/sh"})

return 0;

panic("No working init found. Try passing init= option to kernel. '
“See Linux Documentation/admin-guide/init.rst for guidance.");|}
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O.S. Initialization

e Both LILO and GRUB allows to inform which
program Is to act as an Init:

— 1Nn1t=XXXXXXX

e This makes that the code block that starts at line
1087 In main.c be executed:

1f (execute command) {

ret = run 1nit process (execute command) ;
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O.S. Initialization

* To boot the system into a shell, and complete
ignore an Init system:

- Provide init=SHELL PATH at LILO or GRUB

- It even works for very simple programs that just read the
STDIN (scanf) and print to STDOUT (printf)
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O.S. Initialization

* Now, the role of the Init is to load all services of
the system.

e There are 3 well known Init “versions”:
o System V /BSD - config file: /etc/inittab

* Upstart (used to be the ubuntu init system)
e systemd (most of the distributions)

* This material is based on systemd
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O.S. Initialization

* systemd reads the directories
/usr/1ib/systemd/systenm,

/etc/systemd/system and
/etc/systemd/system/[name.type].d/*.c

onf, and loads all services that must run at boot
time

* systemd becomes the father (grandf
grandfather..) of all the processes o

Rossano Pablo Pinto - http://rossano.pro.br 6 Q

er/great-




O.S. Initialization

local-fs-pre.target

W
(various mounts and (various swap (various cryptsetup
fsck services...) devices...) devices...) {various low-level (various low-level
| | | services: udevd, API VFS mounts:
W W W tmpfiles, random mgueue, configfs,
local-Ts.target swap.target cryptsetup.target seed, sysctl, ...) debugfs, ...}
I I I I I
A I I I /
NS
W
sysinit.target
I
AR
/ I I I N
I I I I I
] W | " W
(various (various | (various rescue.service
timers...) paths...) | sockets...) |
| | | | v
v W | " rescue. target
timers.target paths.target | sockets.target
I I I I
W M | !
NS
W
basic.target
I
ra emergency.service
/ I I I
I I I v
W W W emergency. target
display- (various system (various system
manager.service services services)
| reguired for
| graphical UIs) "
| | multi-user.target
I I I
N | !
Y|/
W

graphical. target
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https://www.freedesktop.org/software/systemd/man/bootup.html

O.S. Initialization (shutdown)

(conflicts with (conTlicts with

all system all file system
services) mounts, swaps,
| cryptsetup
| devices, ...}
I I
W W
shutdown.target umount.target
I I
\ !
NS
Y
(various low-lewel
services)
I
Y

Tinal.target

I
fA

!
I
"
systemd- reboot.service

"
reboot. target

I I

I I

v v
systemd-poweroff.service  systemd-halt.service

W W
poweroff. target halt. target
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!
v
systemd-kexec.service

W
kexec. target

man bootup
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Linux ( ) x86-64 oracle
Startup finished in 3.569s (kernel) + 111275 (userspace) = 14,6965

kernel

systemd

init.scope:
system.siice
et
ke
system-getty.slice
-
-— [8ys-kernel-debug. moun (148ms)
proc-sys-fs-binfmt_misc.automount.
th
user.slice
slices. target

[Bystemd-remount-fs.service (142ms)

systema-udevd-kernel.Socket

[dev-hugepages.mount (138ms)
th

cryptsetup.target
[Kmod-static-nodes.service (139ms)

This command generates an

. socket

[SystemGoumaIdSE: (1.7515)

ke

[] [] [ L] L] L] L] dm-event.socket
remotetfs.target
dev-mqueue.mount (8ms)
By .service (102ms)
ice (1431

ms)
[S¥stenfd-tmpfiles-setup-dev.service (594ms)

[S¥Stema-udevd.service (517ms)
local-fs-pre.

[ target
sys-module-configfs.device
p devi
] : :0:0-0:0:0:}

dev-sda.device

dev-ttyS0.device

y-ttySD.device

represents 1 second D

dev-ttyS3.device

y . device

dev-disk-by\x2dpath c\!!zaouou .n

ey
dev-disk-by\x2did-ata\x2dVBOX_CD\x2dROM_VB2\x2d01700376.device
dev-cdrom. device
dev-sr0.device

i
CHARDDISK =
deveacirievica
| y
) )
(HARDDISK
dev-sdbl.device
0-ata2-hpst1-target1: ck-sdb-sdb1.glevice,
service (21267) IR
5
1\20pef3. device
devics
; CHARpDISK vBoatis1 .
v
e
y\x2dp: \x2dpart1.device
a
i
Y' HARDDISK_VBOdH§31. 1.device

dev-sfial.device:

dove
bod: mount (1.350s) [N
a

d
11605.device
d

HARDDISK| VBOdb31:

d
dev-sda2.deyice.
.d

ice
|
dbvice
pcio000: O-net-ethd.dbvice
P
sound.drget
derpozsno 1. o) M
L.swap
116D swap
(HARDDISK VBodt31
swpp.target

tmp.mount (25ms) |

mnt-hd.molint (72ms)
cal-fe.target

systemd-tmpfiles-setup.sefvice (192ms)|iill

auditd|service (298s)
syftemd-update-Ltmp.service (37ms) |
sysini.target
fogrotate.timer
dbub.socket
Sockets.target
bask.target
restorécond.service (600ms)

of timer.

man-b.timer

systemd-lpgind.service (615ms)
dbu

(256mis)
shadow.timr
timers.targe
network.farget
senvice (135ms)
getty@tiy1[service
gett
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Linux () x86-64 oracle
Startup finished in 3.569s (kernel) + 11.127s (userspace) = 14.698s

0.0= 1.0= 20s 3.0s 4 0= 5.0= G.0=s T.0= 8.0s
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Generators

Loading unit files




O.S. Initialization

Activating

Active

Deactivating

Setting up security module
Generators

Loading unit files




dev-disk-by\x2duuid-5b494d5dx2df75e'\x2d49fa'x2d9d7 4'x2d4246b08debda.device
dev-disk-by'x2dpath-peix2d0000|00:0d. D'x2datan2d2'x2dpart1.device
dev-disk-by'x2dpariuuid-1ecBcb1dix2dEb43'\w2d41ba'x2dal123'x2da74c4B4fable.device
dev-disk-by'\x2dpgrtlabel-Linux'\x5cx20filesystem.device
dev-disk-by'x2did-ata'x2dVBOX_HARDDISK_VB264c07ed\x2d53775dea'x2dpart1.device

dev-sdb1.device
sys-devices-pci0000:00-0000:00:0d.0-ata2-host1-target1:0:0-1:0:0:0-block-sdb-sdb1.device
sysremd—fsck@dewsdb‘l.sewice (21287s) _
dev-disk-by'\x2duuid-1ae2747c'x2d3 af4'§2d4a70'x2dB09b\x2d7 4f2dcdaal3f device
dev-disk-by'\x2dpath-pci\x2dpP000:00:0d. 0'x2data'x2d 1'x2dpart3 . device
dev-disk-by'\x2dpartuuid-a5d58576'x2d9512'32d4c87'x2dac79'x2df2ba8016fbe? device
dev-disk-by'x2did-ata'x2dVBOX_HARDDISK_MBOdb3114e'x2d780c2021'\x2dpart3.device
sys-devices-pci0000:00-0000:00:0d.0-ata1-hostOttarget0:0:0-0:010:0-block-sda-sdal . device
ev-disk-by'w2dluid-E92D'\x2dTALF device
dev-disk-by'x2dpath-pci'x2d0000:00:0d. 0'x2data'x2d 1'x2dpart1.device
dev-disk-by'x2dpartuuid- 1d8cb2b2'x2d0d7c'\q2d 4288 \x2daaal'x2d02a7{70cad50.device
dev-disi-by'x2dpartlabel-EF'x5cx20System device
dev-disk-by'\x2did-ata'x2dVBOKX_HARDDISK_VYBOdb3114e'x2d780c2021'x2dpart1.device

dev-sdal.device
sys-devices-pcilf00:00-0000:00:0d.0-ata1-host(-target0:0:0-0:0,0:0-block-sda-gda1.device

bioot. mount (1.350s) [
dev-disk-by'\x2duuid-9d663dda'x2¢b426'x2d47ee'x2dB40c'x2dab834bBcal31.device
dev-disk-by'x2dpatht-peix2d0000:00:0d. D'x2data'w2d 1'x2dpari2.device
dev-disk-by'x2dpartuuid-4dcabiba'x3d5d96'x2d4de 1'x2da0f2'x2d691108211605.device
Hev-disk-by'x2dpartlabel-Linux\k5cx20swap.device
dev-disk-by'x2did-ata'x2dVBOX_HARDDISK_VBOdb3114e'x2d780c2021'x2dpart2.device
dev-sda2.device
o ys-devices-pci0000:00-0000:00:0d.0-atd 1-host0-target:0:0-0:0:0:0-block-sda-sda2.device
- Activating sys-devices-pcil000:00-0000:00:05.0-sound-card0.device
syg-subsystem-net-devices-eth0.device
sys-devices-pci0000:00-0000:00:03.0-net-eth0.device
sys-subsystem-net-devices-barnabeh.device
sys-delices-pcil000:00-0000:00:08.04net-barnabeh.device
sound.target

Active

Deactivating

Setting up security module
Generators

Loading unit files




- Activating

Active

Deactivating

Setting up security module
Generators

Loading unit files

systemd-tmpfiles-setup.service (192ms)

systemd-update-utmp.service

swap.target
tmp.mount (25ms) |
mnt-hd.mount {72ms) I
local-fs.target

audiid.service (298

SYSir

logrot:

dbu

sockd

ba

restorecond. service

JI

O.S. Initialization

dev-sda2.swap (1.286s) _

dev-disk-by'\x2duuid-9d663dda'x2db4268'x2d47ee'x2dB40c'x2dab834bBcali1.swap
dev-disk-by'x2dpath-peix2d0000:00:0d. D'x2data'x2d 1'x2dpart2. swap
dev-disk-by'\x2dpartuuid-4dcabiba'x2d5d96'x2d4de 1'x2da0f2\x2d69 1108211605, swap
dev-disk-by'x2dpartlabel-Linux\xbex20swap.swap
dev-disk-by'x2did-ata'x2dVBOX_HARDDISK_VBOdb3114e'x2d780c2021'x2dpart2.swap

s) Il

(37ms) |
it.target
ite.timer
s.socket
ts.target
ic.target

(s0oms)

systemd-tmpfiles-clgan.timer

man
systemd-logind.service
dbu

systemd-networlg

systemd-user-seg

db.timer
(615ms) N
E.service
. service (25Bms) -
shadow.timer
timers.target
networktarget
sions.service (135ms) .
getty@ttyl.service

getty.target
multi-user.target




O.S. Initialization

Test the following commands:
ps —-ejH

pstree
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O.S. Initialization

e Rescue mode at boot:

* GRUB, press e
* |locate line “vmlinuz ..... rw

* type at the end of the line:
systemd.unit=rescue.target

* ctrl-x
* Changing target after boot
« systemctl 1solate [TARGET]
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GPT x MBR partitions

 MBR max disk size

2 TiB (512 bytes sectors)
* 16 TiB (4KIB sectors)

 GPT max disk size (512 bytes per sector)
* 9.4 ZebiBytes (2764 x 512) or 9.4 ZB (9.4 x 10"21)

NOTE: kibibyte, mebibyte, gibibyte, tebibyte, pebibyte, exbibyte, zebibyte, yobibyte
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GPT x MBR partitions

GUID Partition Table Scheme

Wagsar ol mecon LBA O Protective MBR
LBA 1 Primary GPT Header
LBA 2 Entry 1|Entry 2 |Entry 3|Entry 4
LBA3
\ Entries 5-128 \
an : LBA34
byins STl CuschEr
Partition 1
. Partition 2
- Pariiaon 1
N Faniticn bk E bl
nyME | Partiton 3
r-rf.:-.c. Mgt N - Partition & ._ \ Remaining Partitions \
L LBA —34
ar s TTTTTTTmmmomemmmees -
L ) 5 LBA-33 Entry 1[Entry 2 |Entry 3 [Entry 4 %
Faiion Farfeon -
thon | Siar CHS e EndCHS | StanLBa Saze \ Entries 5128 5
LBA=2 . 5
LBA-1 Secondary GPT Header é
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GPT partition table header

Offzet Length Contents

0 8 bytes Signature (“EFl PART”, 45 46 49 20 50 41 52 54)

8 4 bytes Revision (For GPT version 1.0 (through at least UEFI version 2.3.1), the
value is 00 00 01 00)

12 4 bytes Header size in little endian (in bytes, usually 5C 00 00 00 meaning 92
bytes)

16 4 bytes CRC32 of header (0 to header size), with this field zeroes during
calculation

20 4 bytes Reserved; must be zero

24 8 bytes Current LBA (location of this header copy)

32 8 bytes Backup LBA (location of the other header copy)

40 8 bytes First usable LBA for partitions (primary partition table last LBA + 1)

43 8 bytes Last usable LBA (secondary partition table first LBA—1)

56 16 bytes Disk GUID (also referred to as UUID on UNIXes)

72 8 bytes Partition entries starting LBA (always 2 in primary copy)

80 4 bytes Number of partition entries

84 4 bytes Size of partition entry (usually 128)

88 4 bytes CRC32 of partition array

92 * Reserved; must be zeroes forthe rest of the block (420 bytes for a
512-byte LBA)

LBA size Total
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GPT partition entry

Offvat Length Cantents

] 16 bytles Partition Type GUID

pl 16 bytes Unique partiticn GLID
32 & bytes First L8A

40 & bytes Last LBA

48 8 bytes Attribute flags

b 72 byles Partition namea

Total 128 bytes
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Conclusion

 Each O.S. offers it's own way of starting
services during boot

* Some services can be offered by the kernel
itself (Ex.: Linux HTTP/NFS/Firewall) or run in

user space
* Traditional SysV Iinit was replaced by systemd
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systemd

* Change slides to
* aulas-systemd-archlinux**.odp
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